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First Look:
Account Takeover Protection
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Logistics
＞ You will be on mute

＞ Submit questions in the Q&A box (probably on the right 
side of your screen) in the GoToWebinar control panel

＞ Webinar is being recorded and will be available for 
replay

＞ Slides will be made available after the webinar

Matt Petrosky
Vice President, Customer Experience

GreatHorn
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Agenda

＞ Prevalence of credential theft attacks

＞ GreatHorn’s existing protections against account takeover

＞ Overview of new Account Takeover Product

＞ Product showcase
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Prevalence of Credential Theft Attacks
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Credential Theft
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GreatHorn Philosophy: 
Treat Email Security as a Risk Management Function

＞ Detect and remove attacks 
before employees see them

＞ Protect employees during an attack 
by alerting them to potential threats

＞ Respond quickly after an attack to 
limit exposure and minimize risk
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Three Layers of Protection Against Account Takeover

Internal Email 
Protection

Credential Theft 
Site Identification

Account Takeover 
Protection
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Layer 1: Internal Email Protection

＞ Internal email is protected in the same way as external
﹢ Adaptive threat detection, e.g. analyzing for relationships, 

communication patterns, authentication drift, etc.
﹢ Link analysis and rewriting 

＞ Warning banners can be particularly effective to 
reinforce policies 

CAUTION: This email references wire transfer information. 
Corporate policy requires in-person or phone confirmation 

before executing.
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Layer 2: Credential Theft Protection

＞ Scanned upon delivery and 
again at time-of-click

＞ Combines computer vision 
and email / link analysis to 
identify credential theft 
sites
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Layer 3: Account Takeover Protection (in Beta)

Identify compromised 
accounts through out-of-
band authentication

＞ Uses biometric typing patterns as a 
unique identifier

＞ Periodic reauthorizations based on 
time or email volume



Demonstration
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ATO Protection: Initial Set-Up

GreatHorn – Account Takeover Protection
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ATO Protection: Re-Verification

GreatHorn – Account Takeover Protection
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ATO Protection – Administrative Dashboard View
Admins use the GreatHorn Email Security dashboard to quickly identify accounts that failed challenges
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ATO Protection – Configuration & Notification

…and determine how to handle 
failed authentications, e.g. 
silently blocking or bannering 
the email

Admins can be notified through 
email, SMS, or webhook…
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Questions?
＞ Cloud-native – for greater visibility, 

control, and analysis

＞ Multi-layered – to protect before, 
during, and after an attack 

＞ Fast Response – to quickly detect 
and/or remove emerging threats

＞ Robust – for enterprise configuration 
and management

＞ Accurate – using data science, 
technical fingerprints, and 
organization context



Thank you.
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