April 30, 2020

Managing Automated Phishing
Response at Scale, In the Cloud

Best Practices




Logistics
You will be on mute

Submit questions in the Q&A box (probably on theright side
of your screen) in the GoToWebinar control panel

Webinaris being recorded and will be available for replay

Slides will be made available afterthe webinar

Matt Petrosky

Vice President, Customer Experience
GreatHorn

Patrick McDonald

Solutions Engineer
GreatHorn
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Agenda

Incident response in the cloud —what matters
Why cloud native controls are replacing legacy solutions

Customer case studies
Technology company
Global telecommunication

Recap: check list
To complete your email security — what else to consider

Demo
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Automated - Incident Response and Remediation

What Matters:

> Detecting and capturing threats automatically
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Manual - Incident Response and Remediation

Search Results

What Matters: e B .
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Incident Response and Remediation

Why cloud native controls are replacing legacy email gateways

Cloud Email GreatHorn
API Analysis

Daat ] Office 365 m

Internal Email

User Mailbox

&

Inbound Email
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Why Cloud Native Controls Are Replacing Legacy
Solutions

Secure Email Gateways @ GreatHorn

Automated remediation is based Email removal built into both
EFFECTIVENESS x on threat intel and can take 15-20 J policy results and search screens

min to identify / remove threats to make remediation easy and fast

SIMPLICITY Lacking p‘os.t-dehvery modification Robus't'a.nd simple-to-use search
or remediation capabilities

Limited manual remediation . L :
e : ) Find and remediate incidents via
TIME capabilities with reliance on APIs in seconds
PowerShell (O365)
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(1)) HashiCorp

"

Oy

JEFF KOHRMAN
Global Security Leader

® GreatHorn

We Mitigated a BEC Attack
Within Five Minutes

Before

"We had to use our email provider’s API to
manually drudge email attacks or build custom
scripts to intercept messages”

With GreatHorn:

"We've gone from detecting and responding to
business email compromise within 48 hours at
best, to having instant alerts, able to catch
these events in real time"

“We couldn’t have done that without
GreatHorn"”
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From Days To Minutes

GIObaI Before:
Telecommunications
Company

the Help Desk team addressed malicious
emails by writing a custom script that went
through the company’s entire 0365 tenant
(and its hundreds of domains) to look for
matching emails.

The process took days, leaving the team to
identify alternative ways to reduce risk such as

» Over 20,000 employees blocking links.
> Located worldwide With G.reatHorn: :

Pushing a button to easily see, match, and
> Many global locations delete email threats across the global

organization

® GreatHorn
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Remediation In The Cloud - Checklist:

Automated and manual remediation

Bulk remediation, remediation at scale

Search and forensics capabilities - Robust and simple-to-use
Post delivery capabilities

SPEED!! remediate incidents even across:

thousands or tens of thousands of users
multiple domains at once

Integration with other security tools

Selecta vendorthat you can trust
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Demonstration
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Comprehensive
Protection

° robot@greathorn.com
GreatHom has quarantined an inco..

> Do more than just train users

SIGNATURE NEEDED

° robot@greathorn.com
GreatHorn Alert - Email Quarantined

> Pull them into the loop

@ Sherry McWilliams

> Show them real-time alerts that are tawrenceserval e Ml Wl cE————
Wire Transfer Required
useful © Cauton T ‘

Sherry McWilliams
SIGNATURE NEEDED
¥  Aaron Meecham

‘ in 10day?

7 Morgan Adams
a

CAUTION: CFO Sherry McWilliams does not typically email from

smw189038@gmail.com. Do not engage with, download
attachments or click links from unknown senders
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Empower Your Users

> Phishreporting with context

> Relationship analysis

> |n-the-moment education

r

“I've never engaged with this user”

“No one at my organization has ever
engaged with this user”

.

“Is this really who they say it is?”

GreatHorn

ul Verizon LTE

A

GreatHorn

GreatHorn Reporter

Report as Phish

Mark as Spam

Also block this sender
Manage blocked senders

Email Analysis

How well do | know KWensink@dataconnectors-
KW.com?

I 10 I ot well

How well do my colleagues know
KWensink@dataconnectors-KW.com?

I 1 I Not well

Is this email really from KWensink@dataconnectors-
KW.com?

Cannot be confirmed: Proceed with
caution

Suspicious Links

Link Text Destination URL

HERE http://myemaild.cyber.

GreatHorn J Send to More
Email Se... J/ OneNote Add-Ins

Mark Read

Flag

Reply
2020 Cybersecurity Conference
Calendar Promo

Reply All
2020 Cybersecurity Conference Calendar
Promo, + 1

Forward

Delete

. Cancel |
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Protecting Against Malicious Links

w VIwwmn e

Link Protection

SIGNATURE NEEDED

@ Sherry McWilliams

Educating the users real-time

Safequard users from suspicious &
malicious links

Suspicious Link Detected

DESTINATION PAGE PREVIEW Why am | seeing this?

'You have clicked on a link that may be an attempt to steal sensi

Hosting Domain: http J / PR fyi

|as your username or password.

Cybercriminals often create fake "phishing" websites to steal p:

malware,

What should | do?

o Carefully review both the website preview and the actual
o Watch out for Fake login screens requesting username & g

o "Take Me There" to visit the website anyway. "Request re: 1
that the website is trustworthy. W
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GreatHorn
Emall Security ANALYZE

Detect — How to build a new policy
Situational and timely

context
Reinforce new or existing policies
Deploy GreatHorn Reporter widely

Protect — How to give users better @

Respond — How to search and RESPOND
remove identified threats

Respond to phish reports
Search for new threats
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@GreatHorn

Q&A
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Follow Up & Where to Learn More

Recordingand Slides will be sent out following today’s session

—l
)

Blog: Automated Phishing Response Tools: 4 Things to Consider

—l
W]

Blog: Email Threat Remediation: The Secret Weapon to Fighting Phishing

a Datasheet: GreatHorn Email Security

@ Contact Us: info@greathorn.com
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https://www.greathorn.com/blog-automated-phishing-response-tools-4-things-to-consider/
https://www.greathorn.com/email-threat-remediation-the-secret-weapon-to-fighting-phishing/
https://info.greathorn.com/hubfs/Resources%20Page/DS-GreatHorn-Email-Security.pdf
mailto:info@greathorn.com

& GreatHorn

Thankyou.
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